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1. Introduction 

• We recognise that mobile technology offers valuable benefits to staff and students from a teaching and learning perspective 

and to visitors. Our school embraces this technology but requires that it is used in an acceptable and responsible way. The 

school will not compel school staff to use their own personal devices to access school systems, but if staff choose to use 

their own devices, this policy will be adhered to. 

• Personal devices ( i.e. non-school owned devices not on the asset register) 

• will only be connected to a secure segregated network for access, in line with the DfE digital and technology standards. 

 

• This policy is designed to support the use of personal devices in school in a way that extends and enhances teaching and 

learning. It also aims to protect children from harm, minimise risk to the school networks and explain what constitutes 

acceptable use and misuse of the BYOD policy.   

• This policy supports our Data Protection Policy and provides guidance on how to minimise risks associated with the use of 

personal devices, in accordance with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018 

and the Data (Use and Access) Act 2025, where applicable. 

• This applies to all personal devices connecting to school systems. 

• The purpose of this policy is to preserve the security and integrity of school data and systems. It does not expressly or by 

implication provide permission to use any non-school device. Rather, it sets out the organisational and technical measures 

in place where such permission is granted in the staff code of conduct, pupil behaviour policy and all other documents 

setting out expectations in relation to visitors. It has been reviewed in light of the Mobile phones in schools - February 2024 

(publishing.service.gov.uk) 

• The school reserves the right to refuse permission to staff, pupils and visitors to use their personal devices on school 

premises. 

• This policy will be read in conjunction with the school’s HR advice and guidance. This policy has been the subject of formal 

negotiation and consultation between Derbyshire County Council and the recognised Trade Unions and Professional 

Associations. Agreement and adoption were only reached by Schools Joint consultative Committee where it is used in 

conjunction with the DCC LA Acceptable Use of IT Advice and Guidance. 

• Personal data processed under this policy will be handled in accordance with applicable data protection legislation and the 

school’s Data Protection Policy, including the principles of lawfulness, fairness, transparency, data minimisation, accuracy, 

storage limitation, integrity and confidentiality. 

• The school will have regard to the Department for Education’s Digital and Technology Standards, including its cyber security 

and filtering and monitoring standards. The school may also use the Cyber Essentials framework to support its cyber 

resilience. 

 

2. Scope and Responsibilities  

This policy applies where staff, pupils or visitors use a personally owned device to access the school’s guest network, school systems, 

school information or personal data. This is known as ‘Bring Your Own Device’ or ‘BYOD’.  

Personal devices include personally owned laptops, tablets, smartphones, USB storage devices, smartwatches, AI-enabled smart 

glasses, augmented-reality devices and any other equipment capable of storing or processing school information, connecting to a 

network, or capturing images, video or audio. 

https://assets.publishing.service.gov.uk/media/65cf5f2a4239310011b7b916/Mobile_phones_in_schools_guidance.pdf
https://assets.publishing.service.gov.uk/media/65cf5f2a4239310011b7b916/Mobile_phones_in_schools_guidance.pdf


 

 

All staff and other users are responsible for reading, understanding and complying with this policy if they are using their personal 

devices connected to the school Internet, or using personal devices to access information held on school systems. 

 

If you have any concerns surrounding the use of personal devices, please contact our Headteacher or Designated Safeguarding 

Lead.   

Users will be aware of the need to; 

• Protect children from harm 

• Understand what constitutes misuse 

• Minimise risk from BYOD 

• Protect the organisation from cyber incident 

• Report suspected misuse immediately 

• Be responsible for their own professional behaviour 

• Respect professional boundaries 

3. Use of mobile devices at school 

Permission must be obtained from the Headteacher, Network Manager or another authorised member of staff before a personal 

device is used to access school systems. Connection to the guest wireless network will be subject to the school’s published access 

arrangements. 

Staff, pupils and visitors are responsible for their personal devices at all times. The school is not responsible for the loss, or theft of, 

or damage to the personal device or storage media on that device (e.g. removable memory card) howsoever caused, including lost 

or corrupted data.  

The school will be notified as soon as possible of any loss, or theft of a personal device that has been used to access school systems, 

and these incidents will be logged with the DPO. 

The Data Protection Officer will assess whether the incident meets the threshold for notification to the Information Commissioner’s 

Office. Where notification is required, it must normally be made without undue delay and, where feasible, within 72 hours of the 

school becoming aware of the breach. 

Personal devices used to access school systems must enable automatic updates for security patches from the supplier. Applications 

installed on the device will also be subject to regular security updates, be supported by the supplier and licensed.  

Devices must run a currently supported operating system and must not be rooted, jailbroken or otherwise modified in a way that 

bypasses the manufacturer’s security controls. 

The school may refuse or withdraw access where a device does not meet the school’s minimum security requirements. 

Where applicable, anti-virus and anti-malware software will be installed on any device intended to access school systems. 

The school does not provide technical support, maintenance or routine portable appliance testing for personally owned devices. 

However, any device or charger brought onto school premises must be in a safe condition, and the school may prohibit its use where 

there are reasonable electrical or safety concerns. 

Any actual or suspected loss, theft, unauthorised access, disclosure or compromise involving a personal device used to access 

school systems or data must be reported immediately, in accordance with the school’s data-breach reporting procedure. The device 

must not be wiped, reset or otherwise altered unless instructed by the school’s IT support or Data Protection Officer. 



 

 

The school may suspend the user’s account, revoke active sessions, remove the device’s access to school systems or take other 

proportionate security action where a device is lost, stolen or believed to have been compromised. 

4. Access to the school’s Internet connection 

The school provides a guest network connection that staff, pupils and visitors may, with permission, use to connect their personal 

devices to the Internet. Access to the network is at the discretion of the school, and the school may withdraw access from anyone it 

considers is using the network inappropriately. 

The guest network is segregated from the school’s core systems and is subject to appropriate security, filtering and monitoring 

controls. However, no wireless or internet service can be guaranteed to be completely secure, and users remain responsible for 

taking reasonable precautions when transmitting personal or confidential information. 

Users must not use the school network to download unlawful, inappropriate or unauthorised software or content. Users must not 

attempt to install software on school-owned equipment or systems without prior authorisation. 

Where available, multifactor authentication must be enabled for access to school systems. Passwords, authentication codes and 

account credentials must not be stored insecurely, shared with another person or saved in an unapproved application. 

The school accepts no liability for any loss of data or damage to personal devices resulting from use of the school's network. 

 

5. Access to School IT systems 

Where staff are permitted to connect to school IT systems from their personal devices, appropriate security controls must be enabled, 

including strong passwords and device encryption and notifications will be turned off the lock screen. It is the responsibility of the 

owner of that device to ensure it is safe for the purposes for which they wish to use it. 

Any authorised access must be via secure, school-approved systems. 

School information must not normally be saved permanently to a personal device. Where a temporary local copy is created as part 

of viewing an authorised document or email attachment, it must be securely deleted as soon as it is no longer required. Particularly 

sensitive information, including safeguarding, medical, SEND and personnel records, must not be downloaded to a personal device 

unless expressly authorised 

Any unauthorised access to, or distribution of, confidential information will be reported to the Headteacher and Data Protection Officer 

as soon as possible in line with the school’s data protection policies.  This includes theft or loss of a personal device which has been 

used to connect to school information systems or which may contain personal data.   

Before a personal device that has been used to access school systems is sold, transferred, recycled, repaired or given to another 

person, the user must sign out of all school accounts, remove school applications and profiles, delete locally stored school information 

and ensure that saved passwords or authentication credentials have been removed. 

 

6. Monitoring the use of mobile devices 

The school will monitor network usage in accordance with its legal obligations, privacy notices, and data protection legislation. 

Depending on the technical systems in use, monitoring may include network connection data, websites or services accessed, dates 

and times of access, attempted access to blocked content, data volumes, security events and activity within school-managed 

accounts or systems. Monitoring will be proportionate and carried out for safeguarding, cyber security, regulatory compliance and 

the protection of school systems. 

Any inappropriate content received through school IT services, or the school internet connection will be reported to the Network 

Manager and Designated Safeguarding Lead as soon as possible. 



 

 

7. Security of staff personal devices 

Staff will take all sensible measures to prevent unauthorised access to their personal devices, including but not limited to the use of 

a PIN, pattern or password to unlock the device, and ensuring that the device auto-locks if inactive for a short period of time.  

The school's Acceptable Use of IT and IT Security policies set out in further detail the measures to ensure responsible behaviour 

online.  

8. Permissible and non-permissible use  

Staff and visitors participating in BYOD will comply with the ICT Acceptable Use Policy. 

• Where there are particular safeguarding or safety requirements, the Headteacher has the right to require storage of staff or 

visitor devices in a secure location. 

• The Headteacher can decide if devices can or cannot be taken into areas around the school where there are particular 

safeguarding issues (such as changing rooms). In such cases, the school will agree with and inform staff, pupils and visitors 

the areas which are expected to be "BYOD free”. 

• Visitors and contractors to the school/site will be informed of the policy regarding personal devices upon arrival (please refer 

to our Visitors and Contractors Policy). 

• Personal devices will not be taken into controlled assessments and/or examinations, unless special circumstances apply. 

• Staff, volunteers and contractors will not use their own personal mobile phone for contacting children and young people or 

parents/carers, unless it is an emergency and they are unable to use or access the school’s telecommunication systems. 

• If it is necessary for a phone call or text to be taken or received, care will be taken to avoid disturbance or disorder to the 

running of the school. 

• Use of personal devices must not compromise safeguarding responsibilities. 

 

Where emergency use of a personal telephone is unavoidable, the number should be withheld where practicable, no contact 

details should be retained, and the communication should be recorded on the appropriate school system as soon as possible. 
 

9. Use of cameras and audio recording equipment  

Staff, visitors, volunteers and contractors must not use personal mobile or wearable devices to take photographs or make video or 

audio recordings on school premises, unless the activity has been expressly authorised by the Headteacher for a defined 

educational, operational or accessibility purpose. 

In order to protect the privacy of our staff and pupils, and, in some cases their safety and wellbeing, photographs, video, or audio 

recordings will not be published on blogs, social networking sites or disseminated in any other way without the permission of the 

people identifiable in them.  

No one will use mobile / wearable devices to record people at times when they do not expect to be recorded, and devices will not 

be used that would enable a third party acting remotely to take photographs, video, or audio recordings in school (for further 

information, please refer to our Social Media Policy). 

This includes the use of messaging apps, live streaming, or AI-enabled recording tools. 

 

10. AI wearable technology 

The school recognises that AI-enabled wearable technology, including smart glasses, may have legitimate educational, medical or 

accessibility uses. However, such devices must not be used to capture, record, transcribe, analyse, transmit or live-stream images, 

video, audio, conversations, documents, personal data or school activities unless expressly authorised by the Headteacher for a 



 

 

specified purpose. Unauthorised use may result in the withdrawal of permission to bring or use the device, removal from the 

premises where appropriate, and action under the relevant pupil behaviour, staff disciplinary, visitor or contractor procedure. 

 

 

 

 

 

 

 


